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CHAPTER ONE: INTRODUCTION
1.1 Background of the Study
In the modern digital economy, information technology infrastructure serves as the lifeblood of organizations of all sizes. While large enterprises frequently possess dedicated IT departments and expansive financial resources to invest in redundant physical data centers, small businesses (SMBs) often operate under tight budgetary constraints. Consequently, small businesses rely heavily on localized servers, external hard drives, or basic desktop file repositories to manage critical operational data, customer records, and financial ledgers. However, these traditional, on-premise storage environments leave small businesses acutely vulnerable to catastrophic data loss caused by hardware failures, accidental human errors, ransomware attacks, and localized natural disasters.
When a disaster strikes an unprepared small business, the resulting downtime can be financially devastating, frequently leading to permanent closure. Traditional disaster recovery methods—such as maintaining secondary physical servers or manual tape backups—are cost-prohibitive, complex to manage, and slow to restore. The advent of cloud computing has transformed this landscape by introducing accessible, scalable, and cost-effective cloud-based disaster recovery (DR) solutions. A cloud-based disaster recovery system replicates critical business data and application states to remote cloud object storage or virtual environments. This allows small businesses to ensure business continuity, achieve rapid failover, and restore operations efficiently from any web-enabled device without heavy capital investment.
1.2 Statement_ of the Problem
Despite the clear availability of cloud technologies, small businesses continue to suffer disproportionately from data loss incidents due to several persistent operational and economic barriers:
· Prohibitive Cost of Enterprise DR Solutions: Commercial disaster recovery-as-a-service (DRaaS) platforms are frequently over-engineered and priced for large corporations, pricing small businesses out of adequate protection.
· Lack of Technical Expertise: Small businesses rarely retain dedicated systems administrators, making complex backup configurations, manual replication routines, and recovery drills prone to human error or neglect.
· Aggressive Downtime and Recovery Constraints: Unstructured recovery workflows lead to unacceptably high Recovery Time Objectives (RTO) and Recovery Point Objectives (RPO), causing extended operational halts and severe revenue loss.
· Security and Data Integrity Risks: Backing up sensitive customer and financial records to third-party public clouds without proper client-side encryption exposes small businesses to compliance penalties and cyber threats.
1.3 Aim and Objectives
· Aim: The aim of this project is to design and implement a cost-effective, automated, and secure cloud-based disaster recovery system tailored specifically to the operational and financial needs of small businesses.
· Objectives: The specific objectives are to:
1. Conduct a requirements analysis regarding small business data profiles, acceptable RTO/RPO thresholds, and automated backup schedules.
2. Design a lightweight, multi-tier system architecture and a normalized database schema capable of tracking backup jobs, system snapshots, and restoration logs.
3. Implement core backend automation scripts for incremental data compression, AES-256 secure encryption, and asynchronous cloud bucket replication.
4. Develop a responsive, user-friendly administrative web dashboard enabling small business owners to monitor backup health status and initiate one-click data restoration.
5. Test and evaluate the system for performance efficiency, data integrity preservation, and recovery speed under simulated outage conditions.
1.4 Significance of the Study
This project delivers critical value by democratizing enterprise-grade data protection principles for small-scale commercial operations. For small business owners, it provides an affordable, automated blueprint that guarantees business continuity and shields against the existential threat of ransomware or hardware crashes. For software developers and IT researchers, it outlines a practical framework for integrating automated task schedulers, secure cryptographic modules, and cloud object storage APIs into an accessible recovery utility.
1.5 Scope and Limitations
· Scope: The project covers user authentication, local-to-cloud automated backup scheduling, incremental file compression, client-side encryption, audit logging, and a web-based disaster restoration control panel.
· Limitations: The system's initial backup and massive data restoration speeds are fundamentally bound by the small business's available internet upload and download bandwidth. It is optimized for structured databases and standard document repositories rather than real-time bare-metal operating system virtualization imaging.
CHAPTER TWO: LITERATURE REVIEW
2.1 Conceptual Framework
Disaster recovery (DR) refers to the policies, tools, and procedures designed to enable the recovery or continuation of vital technology infrastructure following a natural or human-induced disaster. In a cloud-centric paradigm, this framework relies on several foundational metrics and strategies:
· Recovery Point Objective (RPO): The maximum targeted period in which data might be lost from an IT service due to an incident, dictating how frequently backups must occur.
· Recovery Time Objective (RTO): The targeted duration of time and a service outage within which a business process must be restored after a disaster.
· Replication Topologies: Full backups, differential backups, and continuous incremental replication. Incremental replication is ideal for small businesses as it conserves limited network bandwidth by transmitting only modified data blocks.
2.2 Review of Existing Systems
A critical evaluation of existing disaster recovery platforms reveals notable gaps for small-scale deployments:
	System
	Strengths
	Weaknesses

	Veeam Backup & Replication
	Enterprise-grade features, comprehensive virtual machine recovery, high reliability.
	High licensing costs, complex configuration overhead requiring dedicated IT staff.

	AWS Elastic Disaster Recovery
	Highly resilient global infrastructure, low RTO/RPO capabilities, automated failover.
	Steep pricing tiers, complex cloud management console, potential vendor lock-in.

	Traditional External Hard Drives
	Low upfront hardware purchase cost, simple manual plug-and-play operation.
	Vulnerable to theft, fire, localized floods, and unmitigated ransomware encryption.


The reviewed systems indicate a clear market void for a lightweight, automated, and budget-friendly cloud disaster recovery solution that provides enterprise-level data safeguarding without operational complexity.
2.3 Technological Stack
The implementation of the cloud-based disaster recovery system utilizes the following technology stack:
· Frontend Interface: React.js paired with Tailwind CSS to deliver a fast, responsive Single Page Application (SPA) dashboard for monitoring system health and executing restoration commands.
· Backend Application Server: Node.js powered by Express.js to manage asynchronous RESTful API routing, backup task scheduling (node-cron), and execution logic.
· Security & Cryptography: Node.js built-in crypto module for AES-256 archive encryption and JSON Web Tokens (JWT) for secure administrative authentication.
· Database & Storage: PostgreSQL for maintaining strict relational tracking of backup jobs, audit trails, and snapshot metadata; cloud object storage (AWS S3 compatible) for hosting encrypted recovery archives.
CHAPTER THREE: SYSTEM ANALYSIS AND DESIGN
3.1 Requirement Analysis
System requirements are split into functional specifications (behavioral capabilities) and non-functional specifications (performance and security standards):
· Functional Requirements:
1. The system must authenticate administrators securely using hashed credentials and JWT tokens.
2. Administrators must be able to configure automated backup intervals (hourly, daily, weekly) for targeted local directories.
3. The backend must automatically compress, encrypt, and push backup packages to secure cloud object storage.
4. The system must maintain an immutable audit log detailing historical backup successes, failures, and file checksums.
5. Authorized users must be able to select specific snapshot timestamps to initiate instant file or database restoration.
· Non-Functional Requirements:
2. Security: All data must be encrypted at rest (AES-256) and in transit (TLS/SSL).
2. Reliability: The automated scheduler must include self-healing retry mechanisms to handle temporary internet disconnections.
2. Usability: The administrative dashboard must provide clear visual status indicators to minimize user panic during emergency recovery scenarios.
3.2 System Architecture
The application implements a secure Client-Server-Cloud Disaster Recovery Architecture:
[ Small Business Local Environment (React.js SPA Dashboard) ]
       │ (HTTPS / RESTful APIs + JWT Authentication)
       ▼
[ Disaster Recovery Server (Node.js & Express.js Engine) ]
       ├── Authentication & RBAC Module
       ├── Automated Task Scheduler (Cron)
       ├── Encryption & Compression Pipeline (AES-256 + Gzip)
       │
       ▼
[ Data Storage Layer (PostgreSQL Metadata + Cloud Object Bucket) ]
3.3 Database Schema Design
The database is structured to support clean job auditing and snapshot tracking:
· Users Table: user_id (PK), email, password_hash, role, created_at
· BackupJobs Table: job_id (PK), user_id (FK), source_path, schedule_cron, status, last_run
· RecoverySnapshots Table: snapshot_id (PK), job_id (FK), archive_name, file_size, checksum_sha256, status, created_at
CHAPTER FOUR: IMPLEMENTATION AND TESTING
4.1 Development Environment
The system was developed within Visual Studio Code on a Node.js runtime environment. Git and GitHub were used for version control, while Postman was utilized to test REST API endpoints for payload accuracy, error handling, and security headers.
4.2 Key Code Modules
Below is a core Node.js backend snippet demonstrating the AES-256 encryption module utilized to secure backup archives before cloud transmission:
JavaScript
const crypto = require('crypto');
const algorithm = 'aes-256-cbc';
const secretKey = crypto.scryptSync(process.env.DR_ENCRYPTION_SECRET || 'fallback_secure_key', 'salt', 32);
const iv = crypto.randomBytes(16);

function encryptBackupArchive(buffer) {
    const cipher = crypto.createCipheriv(algorithm, secretKey, iv);
    let encrypted = Buffer.concat([cipher.update(buffer), cipher.final()]);
    return {
        iv: iv.toString('hex'),
        encryptedData: encrypted.toString('hex')
    };
}

function decryptBackupArchive(encryptedHex, ivHex) {
    const decipher = crypto.createDecipheriv(algorithm, secretKey, Buffer.from(ivHex, 'hex'));
    let decrypted = Buffer.concat([decipher.update(Buffer.from(encryptedHex, 'hex')), decipher.final()]);
    return decrypted;
}

module.exports = { encryptBackupArchive, decryptBackupArchive };
4.3 System Testing and Evaluation
The system underwent extensive testing to verify operational readiness:
· Unit Testing: Evaluated the compression and encryption modules to confirm that file payloads retain 100% data integrity after decryption and restoration.
· Integration Testing: Verified end-to-end automation workflows—from the cron scheduler triggering a backup package on the Node.js backend to secure transmission and storage inside the cloud object bucket.
· Security Testing: Simulated unauthorized token access and verified that cloud storage buckets remain completely unreadable without appropriate cryptographic key authentication.
CHAPTER FIVE: SUMMARY, CONCLUSION, AND RECOMMENDATIONS
5.1 Summary of Achievements
The project successfully conceptualized, designed, and deployed a cloud-based disaster recovery system tailored to small business requirements. Key deliverables include an automated backup scheduler, robust AES-256 encryption pipelines, immutable snapshot audit logs, and an intuitive web-based restoration dashboard.
5.2 Conclusion
Disaster recovery is no longer an exclusive luxury for large corporations; it is a survival requirement for small businesses navigating modern digital risks. This project demonstrates that combining modern web development frameworks (React, Node.js, and PostgreSQL) with cloud storage principles yields an affordable, reliable, and secure disaster recovery solution that effectively minimizes downtime and protects vital commercial assets.
5.3 Recommendations for Future Work
To further optimize this system for commercial deployment, the following enhancements are recommended:
· Integrate client-side WebAssembly encryption so encryption keys never transit the network or touch server memory.
· Incorporate multi-cloud replication targets (e.g., dual-backing up across AWS S3 and Google Cloud Storage) to eliminate single-provider dependency risks.
· Implement automated email and SMS notification alerts to immediately notify business owners of backup failures or security warnings.

